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Course Overview:

The course equips participants with essential knowledge of ISO 28000 standards and supply chain security. It
covers the certification process, enabling professionals to effectively implement, audit, and manage supply chain
security.

With increasing risks related to theft, cyber threats, and operational disruptions, this course helps participants
develop proactive strategies for managing security risks and ensuring compliance with ISO 28000 standards.

Participants will gain practical experience in ISO 28000 lead auditor and implementer methodologies, preparing
them for roles such as internal auditor or certified security management professional and strengthening global
supply chain security.

Target Audience:

Supply Chain Managers

Security & Risk Management Professionals
Compliance Officers

Internal & External Auditors

Business Continuity Managers

Logistics & Operations Managers
Procurement & Supply Chain Professionals

Targeted Organizational Departments:

Supply Chain & Logistics

Risk Management & Security Compliance
Business Continuity & Disaster Recovery
Internal Audit & Quality Assurance
Compliance & Legal Affairs

Operations & Strategic Planning
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Targeted Industries:

Logistics & Transportation
Manufacturing & Distribution
Retail & E-commerce
Aerospace & Defense
Government & Public Sector
Healthcare & Pharmaceuticals
Technology & Data Centers

Course Offerings:
By the end of this course, participants will be able to:

Understand ISO 28000 certification requirements.

Implement supply chain security standards effectively.

Conduct ISO 28000 lead auditor certification audits.

Develop and implement a security management system aligned with ISO 28000 lead implementer course
guidelines.

Identify and mitigate security risk assessment challenges.

Ensure compliance with supply chain security certification frameworks.

Improve business continuity and security processes.

Apply security risk mitigation strategies within organizations.

Training Methodology:

ISO 28000 modules for flexible learning.

Group discussions on supply chain security best practices.

Practical exercises on ISO 28000 accreditation implementation.
Real-world case studies for supply chain resilience certification insights.

Course Toolbox:

ISO 28000 Manual & Workbooks

Security Risk Assessment Templates
Compliance Checklists & Audit Methods
Case Studies on Supply Chain Incidents
Online Resources & Exam Prep Materials
Security Best Practices Guides

2 Certification from Agile Leaders & BECB

Course Agenda:
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Day 1: Introduction to Supply Chain Security

Overview of ISO 28000 and Supply Chain Security Topic 1: e

Key Elements of Security Risk Management Topic 2:

Supply Chain Threats and Vulnerabilities Topic 3:

Legal and Regulatory Compliance in Security Management Topic 4: e

Case Study: Real-World Security Breaches and Lessons Learned Topic 5: e
Introduction to Security Risk Assessment Techniques Topic 6:

Recap of Key Concepts and Q&A Reflection & Review: e

Day 2: Establishing a Security Management System SeMS

ISO 28000 Requirements and Implementation Guidelines Topic 1: e
Security Policy Development and Documentation Topic 2: e

Security Risk Assessment and Risk Mitigation Strategies Topic 3:
Integrating Security Management with Business Processes Topic 4: e
Role of Leadership in Security Management Topic 5: e

Developing a Culture of Security Awareness Topic 6:

Case Study Discussions and Interactive Exercises Reflection & Review: e

Day 3: Risk Management and Security Audits

Fundamentals of Supply Chain Risk Management Topic 1: e
Conducting Security Risk Assessments Topic 2:

ISO 28000 Audit Training and Best Practices Topic 3: *

Internal vs. External Security Audits Topic 4: e

Developing an Effective Security Audit Plan Topic 5:

Common Pitfalls in Security Audits and How to Avoid Them Topic 6:
Audit Simulation and Feedback Session Reflection & Review: e

Day 4: Business Continuity and Governance

Linking 1ISO 28000 with Business Continuity Management Topic 1: °
Supply Chain Resilience Strategies Topic 2:

Security Governance and Compliance Requirements Topic 3: e
Emergency Response Planning and Crisis Management Topic 4:
Monitoring and Measuring Security Performance Topic 5: e
Communication Strategies for Security Incident Management Topic 6: e
Scenarios and Action Planning Reflection & Review: e
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Day 5: Advanced Security Implementation and Continuous Improvement

Security Performance Evaluation and Continuous Improvement Topic 1: °
Incident Response and Crisis Management Strategies Topic 2:
Integrating Security into Organizational Culture Topic 3: ®

Supply Chain Security Risk Forecasting and Adaptation Topic 4: e
Emerging Trends in Supply Chain Security Topic 5: e

Future Developments and Certification Pathways Topic 6:

Course Wrap-Up, Q&A, and Feedback Collection Reflection & Review: e

FAQ:

What specific qualifications or prerequisites are needed for participants before enrolling in
the course?

Participants do not need prior certification but should have some background in security management, risk
assessment, or supply chain operations.

How long is each day's session, and is there a total number of hours required for the
entire course?

Each day's session lasts approximately 4-5 hours, with the entire course spanning 20-25 hours over five days.
How does ISO 28000 certification benefit professionals? e

ISO 28000 certification enhances career opportunities by validating expertise in supply chain security, risk
management, and compliance.

How This Course is Different from Other ISO 28000 Training Courses:

This program takes a complete approach to supply chain security management, unlike standard ISO 28000 training

courses. It integrates business continuity strategies, compliance frameworks, and risk mitigation techniques into a
five-day interactive learning experience. Participants gain hands-on experience in implementing ISO 28000 and
prepare for lead implementer and lead auditor certification exams.
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https://agilefortraining.com/programs/الدورات-التدريبية-في-مجال-البيئة-والاستدامة
https://agilefortraining.com/programs/دورات-إدارة-الجودة-وتطوير-العمليات
https://agilefortraining.com/programs/دورات-إدارة-و-تحليل-البيانات-ودورات-علم-البيانات
https://agilefortraining.com/programs/دورات-إدارة-و-تطوير-الموارد-البشرية
https://agilefortraining.com/programs/دورات-الأمن-السيبراني-ودورات-تقنية-المعلومات
https://agilefortraining.com/programs/دورات-الاتصال-الجماهيري-و-السياسات-والعلاقات-العامة
https://agilefortraining.com/programs/دورات-التدريب-القانوني-والمشتريات-والتعاقدات
https://agilefortraining.com/programs/الدورات-التدريبية-في-مجال-التسويق-وعلاقات-العملاء-والمبيعات
https://agilefortraining.com/programs/دورات-الحوكمة-وإدارة-المخاطر-والامتثال
https://agilefortraining.com/programs/دورات-السكرتارية-و-إدارة-المكاتب
https://agilefortraining.com/programs/دورات-الصحة-والسلامة-والأمن-المهني
https://agilefortraining.com/programs/التدريب-على-الصيانة-والدورات-التدريبية-الهندسية
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https://agilefortraining.com/programs/دورات-المحاسبة-و-التمويل-و-دورات-الإدارة-المالية
https://agilefortraining.com/programs/دورات-المهارات-الشخصية-وتطوير-الذات
https://agilefortraining.com/programs/دورات-في-مجالات-القيادة-والإدارة
https://agilefortraining.com/programs/دورات-معتمدة-من-قبل-هيئات-دولية
https://agilefortraining.com/programs/دورات-مكتب-إدارة-المشاريع-وإدارة-المشاريع-الرشيقة
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https://agilefortraining.com/c/دورات-تدريبية-في-أبوظبي
https://agilefortraining.com/c/دورات-تدريبية-في-اثينا
https://agilefortraining.com/c/دورات-تدريبية-في-اكرا
https://agilefortraining.com/c/أمستردام
https://agilefortraining.com/c/دورة-تدريبية-في-اسطنبول
https://agilefortraining.com/c/دورات-تدريبية-في-الجبيل
https://agilefortraining.com/c/دورة-تدريبية-في-الدار-البيضاء
https://agilefortraining.com/c/الدوحة
https://agilefortraining.com/c/دورات-تدريبية-في-الرياض
https://agilefortraining.com/c/دورات-تدريبية-في-القاهرة
https://agilefortraining.com/c/دورات-تدريبية-في-الكويت
https://agilefortraining.com/c/المنامة
https://agilefortraining.com/c/دورات-تدريبية-في-باريس
https://agilefortraining.com/c/باكو
https://agilefortraining.com/c/دورات-تدريبية-في-بالي
https://agilefortraining.com/c/دورات-تدريبية-في-بانكوك-تايلند
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https://agilefortraining.com/c/براغ
https://agilefortraining.com/c/دورات-تدريبية-في-برشلونة
https://agilefortraining.com/c/دورات-تدريبية-في-برلين
https://agilefortraining.com/c/دورات-تدريبية-في-بورتو
https://agilefortraining.com/c/دورات-تدريبية-في-بوكيت
https://agilefortraining.com/c/تبليسي
https://agilefortraining.com/c/جاكرتا
https://agilefortraining.com/c/جنيف
https://agilefortraining.com/c/دورات-تدريبية-في-جوهانسبرغ
https://agilefortraining.com/c/دورات-تدريبية-في-دبي-الامارات
https://agilefortraining.com/c/دورات-تدريبية-في-روما-إيطاليا
https://agilefortraining.com/c/دورات-تدريبية-في-زنجبار
https://agilefortraining.com/c/دورات-تدريبية-في-سان-دييغو
https://agilefortraining.com/c/دورات-تدريبية-في-سنغافورة
https://agilefortraining.com/c/دورات-تدريبية-في-سيول
https://agilefortraining.com/c/شرم-الشيخ
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https://agilefortraining.com/c/دورات-تدريبية-في-شيكاغو
https://agilefortraining.com/c/دورات-تدريبية-في-طرابزون
https://agilefortraining.com/c/دورات-تدريبية-في-طشقند
https://agilefortraining.com/c/دورات-تدريبية-في-طوكيو
https://agilefortraining.com/c/عمان
https://agilefortraining.com/c/الدورات-التدريبية-عن-بعد
https://agilefortraining.com/c/
https://agilefortraining.com/c/فيينا
https://agilefortraining.com/c/دورة-تدريبية-في-كوالالمبور
https://agilefortraining.com/c/دورات-تدريبية-في-كيب-تاون
https://agilefortraining.com/c/دورات-تدريبية-في-لانكاوي
https://agilefortraining.com/c/
https://agilefortraining.com/c/الدورات-التدريبية-في-لندن
https://agilefortraining.com/c/
https://agilefortraining.com/c/مدريد
https://agilefortraining.com/c/مسقط
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https://agilefortraining.com/c/دورات-تدريبية-في-مونترو
https://agilefortraining.com/c/ميلان
https://agilefortraining.com/c/دورات-تدريبية-في-ميونخ
https://agilefortraining.com/c/دورات-تدريبية-في-نيروبي
https://agilefortraining.com/c/دورات-تدريبية-في-نيس

Agile Leaders is a renowned training center with a team of experienced experts in
vocational training and development. With 20 years of industry experience, we are
committed to helping executives and managers replace traditional practices with more

effective and agile approaches.

OUR VISION

We aspire to be the top choice training
provider for organizations seeking to
embrace agile business practices. As we
progress towards our vision, our focus
becomes increasingly customer-centric and
agile.

OUR MISSION

We are dedicated to developing value-
adding, customer-centric agile training
courses that deliver a clear return on
investment. Guided by our core agile
values, we ensure our training is actionable
and impactful.

WHAT DO WE OFFER

At Agile Leaders, we offer agile, bite-sized training courses that provide a real-life return on
investment. Our courses focus on enhancing knowledge, improving skills, and changing
attitudes. We achieve this through engaging and interactive training techniques, including
Q&As, live discussions, games, and puzzles.

AGILE LEADERS

Training Center

CONTACT US

Q UAE, Dubai Investment
Park First

+971585964727
@ +447700176600

8 sales@agiledtraining.com
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